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Abstract 

In a few past years, a lot of cyber-attacks on industrial systems were accomplished. The 

main point of vulnerability of industrial control systems (ICS) is their connection to the Internet. 

Standard ICS rely on local solutions; however, with the revolution in the shape of Industry 4.0 

concept, there are only a few industrial sectors with no connection to the global network. Some 

researchers have revealed critical vulnerability of the control systems. In this paper, we briefly 

summarize the current situation, and introduce our solution to the check of changes in PLC via 

other nodes in industrial network. The way how to do it is possible through using a checksum 

of actual code, and comparing with the checksums stored in other nodes.    
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INTRODUCTION 

The concept of Industry 4.0 includes the technology like the Internet of Thinks (IoT), where 

the devices are connected to the Internet [1]. Everything connected to the Internet is endangered. 

The industrial production keeps growing [2], and the impact of industry on Gross domestic 

product (GDP) is enormous. In a few past years, critical cyber threats have occurred in industry 

[3]–[5], and some vulnerabilities on Programmable Logic Controllers (PLC) have been found 

[6], [7]. Industry depends on Industrial Control Systems (ICS); thus, it needs to use PLCs. The 

Ervurals predict [3], that the number of cyber-attacks will rise in the future, and their methods 

will be more and more sophisticated and complicated. It is clear, that it is absolutely necessary 

to build new strategies and security tools to secure production and ICSs in general. One of the 

possibilities and candidates to implement it is blockchain technology [8]–[10].  
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PRELIMINARIES 

Blockchain is an autonomous P2P-like network with no central authority required [11]. It 

consists of networking, data management, cryptography and mechanisms providing all 

necessary operations to satisfy functional requirements [12]. Nowadays, blockchain is a 

technology used in many branches, e.g. logistics, finance sector, Internet of Thinks (IoT), 

transport, energy sector, computer sciences and many others [11]–[14]. Blockchain is a 

decentralized database independent from any trusted authority; all decisions are performed by 

the blockchain consensus mechanism.  

Three types of cryptographic keys can be described: secret (private) key, public key and 

shared key. Secret key is a cryptographic key which is connected to only one node, and it is 

important to provide decrypting messages and signing data. It is also important to generate a 

public key that is a derivate of the secret one. Public key is a publicly known key, and is used 

for encrypting messages (data) and authenticated signed data. Shared key is a cryptographic 

key used in a communication between two nodes. The key is known by both sides of the 

communication, and is usually created while the connection is being established. Key exchange 

is a technique to change the shared key between communicating sides. Some of the well-known 

algorithms based on public key cryptography e.g. the Diffie-Hellman key exchange algorithm 

have been developed.  

Symmetric cryptography uses one key to both, encrypt and decrypt data. A few secret 

ciphers are known, such as One-Time Pad (OTP, stream cipher), the Advanced Encryption 

Standard (AES, block cipher) or The Data Encryption Standard (DES, block cipher).  

Asymmetric ciphers use a pair of keys; one key is used for data encryption and the other 

one is used for data decryption. A well-known asymmetric cipher is based on RSA (Rivest, 

Shamir, and Adleman). It is the only known reasonable candidate trapdoor permutation scheme 

[15].  

The cryptography includes hash functions. The functions create fix-sized strings of data 

from input data string of variable length, and are very important and used in many applications, 

such as message authentication, message integrity, digital signatures and so forth [16].  

In Simatic safety F-PLCs (Fail-safe PLC), there is a possibility to use F_PROG_SIG tag, 

which is a part of F_GLOBDB Data block [17]. There is also possibility to exchange data 

between networked PLCs, e.g. by using shared Data blocks. Nowadays, industrial networks are 

built on the industrial Ethernet, what leads to a quick data exchange and extension of industrial 

networks by new possibilities via implementing the Ethernet mechanisms (e.g. routing, hi-

speed communication…) [18].  

STATE OF THE ART 

Aloui proved [19], that injection of malicious code into PLC is not too difficult to perform. 

In case the ICS network is connected to the Internet (in any way), it can cause fatal 

consequences. Cyber threats from the past few years (e.g. STUXNET [4], Steel mill attack [3], 

[5]) show vulnerability of the ICS connected to the Internet. Critic security vulnerability in S7-

1500 PLC was revealed by the researchers at the Tel Aviv University and the Technion Israel 

Institute of Technology [6], [7], which confirms an importance of researching new security 

mechanisms. For more information on attacks, see e.g. [3]. The important fact is, that injection 

of malicious code is an unnoticed stealth in many cases. That means, the consequences of 

changing the program can be found out after long time, e.g. when production speed is lower 

than expected, because malicious code slowed down the motion speed of devices in production 

lines.  
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Fig. 1  Industrial network topology – simplified example (PLC – programmable logic controller,                     

IPC – industrial computer, HMI – human machine interface) 

The ICS are obviously based on the Master-Slave concept, which gives an attacker great 

power when controlling the Master node. In such a case, the attacker controls the whole system, 

and, for example, program can be modified.  

Focusing on industrial technologies, especially on ICS, Mao et al. introduced their 

blockchain-based solution, which targets to network security in ICS [9]. 

Controller’s programs can be checked by the CRC (cyclic redundancy check) functions 

(e.g. F-signature in Siemens PLCs [20]). This CRC information can be used to compare changes 

in PLC. If there is no match between actual program data, CRC signature and previous 

signature, the system can detect it and the service (e.g., operator, maintenance…) can be 

warned.   

Cryptography is one of the columns of blockchain technology. It combines data protection, 

authentication, digital signature and so forth. 

 

Fig. 2   Data protection with symmetric cipher 

Basic data protection is based on a password scheme. The concept is implemented in many 

of the known PLCs. This protection is not secure enough, as e.g. Sara Bitan showed in her 

presentation [7], when the researchers could use vulnerability in the S7 protocol.    

  

Fig. 3  Data protection with asymmetric cipher 



10.2478/rput-2021-0018 4 
 

SOLUTION PROPOSAL AND METHODS OF FUTURE RESEARCH 

Industrial control systems are based on the Master-Slave centralized architecture. On the 

other hand, blockchain is based on a decentralized concept. In the first case, a decision, “what 

to do” is performed in the following way: a “slave” listens and “master” commands. In the other 

case, a decision “what to do” is performed based on the consensus of all nodes in the blockchain 

network. When combining the two approaches, we can get a mixed architecture, where the 

system is controlled strictly by the Master-Slave method in the real time (what is absolutely 

necessary), and some tasks (program modification etc.) are evaluated by the blockchain 

networks, and then performed.  

Nodes share their F-signature of data stored in the multiple nodes provided by shared DB 

inside all of them. All these nodes provide a comparison of the actual signature with the stored 

one, and, in case of change, a subroutine is called to execute warning (Figure 4). Shared data 

block (SHARED_DB) can be accessed for reading only by all nodes in network. All PLCs can 

provide a comparison of signatures, and if a mismatch is found (by changing any of signatures), 

the system can perform an alert. An acceptance of changed signature can be validated by an 

operator, and, after the operation, the new signature can replace the old one.  

 

Fig. 4  Signature distribution among PLCs (Safety PLC S7 example) 

An advantage of this concept is that it can be evaluated by an experiment by using a virtual 

PLC (e.g. PLCSim), which is a cheaper solution than the one built on physical PLC. Since it is 

not necessary to check signatures during every cycle, we propose to use a Time-of-day (ToD) 

Interrupt Organization Block (OB10 to OB17) for instruction programming. The ToD OB can 

be set to be called e.g. once an hour; this scheme will not affect the cycle time too often. More 

about cycle time can be read in [21].  

CONCLUSION 

Digital age requires digital tools. Almost all industry world-wide is built upon network 

technologies. One of the technologies is blockchain, a decentralized database network based on 

the idea of peer-to-peer concept. In the close past, the world has known new types of cyber-
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attacks on industry. Every single system connected to the world-wide network is potentially in 

a risk. Protection of data and the industrial networks (which were, by the way, conceived as 

isolated networks without the Internet connection) is a hot priority for many of organizations. 

With rapid implementation of the IoT technologies into industrial sector in these years, the new 

challenges appear. Use of ICS and adaptation to the new technologies is necessary to be 

successful in the competitive struggle. On the other hand, there are a lot of vulnerabilities inside 

the known systems, and thus there is also the need to research new technologies to protect data. 

Our solution, briefly described in this paper, provides a “springboard” to the further research 

aimed at the ICS protection.  
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